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1. U.S. Federal Bureau of Investigation — 2025 Internet Crime reporting; healthcare ranked top sector (via AHA,

Apr 2026).
2. Comparitech — Healthcare Ransomware Roundup: 2025.
3. HIPAA Journal — healthcare breach statistics and largest breaches of 2025.

4. JAMA Network Open (Jiang et al., 2025) — ransomware attacks and data breaches in US healthcare; Change

Healthcare scale and cost.

5. Sophos — State of Ransomware in Healthcare 2025 (shift to data extortion; staffing as top contributing

factor).
6. Trend Micro — 2026 security predictions (autonomous / agentic Al ransomware).

7. CrowdStrike — 2025 ransomware report (76% of organizations unable to keep pace with Al-enhanced

attacks).

8. Malwarebytes / Cybersecurity Dive — first Al-orchestrated attacks (2025); autonomous ransomware

pipelines forecast (2026).

9. ISACA — Al-driven ransomware and new threat groups (2026); documented state-linked LLM-agent

intrusion.

10. Microsoft / Intelligent CIO Africa / ITWeb Africa — Africa healthcare cyberattack volume (~3,575/week,
+38%).

11. INTERPOL — African Cyberthreat Assessment (healthcare breach trend).

12. BBC World Service — How 100 Romanian hospitals switched to pen and paper to defeat a national cyber-
attack (Feb 2024 Hippocrates / BackMyData incident), June 2026.

13. WaveMed / RadCard Concept Paper v50 and iDataMap Product Portfolio (L& 2™ £ / internal source

documents).
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